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2.0.1 Internet Basics & Cyber Safety Student Manual

Internet Basics & Cyber-Safety is a two hour course designed to familiarize
students with web browser basics, search engines, and search strategies. Ethical

and safety concerns will also be considered.
Learning Goals:
e Describe the difference between Internet and World Wide Web
e Describe web browsers and their uses
e |dentify screen components of Internet Explorer
e |dentify the basic parts of the World Wide Web
e |dentify the components of a URL
e Conduct effective Internet searches
e Understand search results
e Evaluate web sites
e Discuss Cyber Safety (safety on the Internet)
Definitions
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More Definitions
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Internet Search Tips

« Every word matters. Generally, all the words you put in the query will be used.

« Search does not care about capital letters or punctuation. A search for [new

york times] is the same as a search for [New York Times].

« Remember that a search engine is not a human. Instead of typing [Do | have

the flu?], type in [flu symptoms].

o Choose descriptive words. The more unique the word is the more likely you

are to get relevant results. Words that are not very descriptive, like



'‘document,' 'website,' 'company,’ or 'info,' are usually not needed.

2.0.2 Internet Scavenger Hunt is completed using the questions below and your

computer.

[y

When did William Barret Travis write his famous letter from the Alamo?

2.  What are the words of the Pledge of allegiance to the Texas State Flag?

3. Who was the “Bandit Queen of Dallas?

4. Who declared the “hook ‘em horns” the official UT hand symbol in 19557\

5. Where was Lyle Lovett born:

6. What was the name of the school in Rusk Country where a natural gas leak

led to an explosion, killing 319 students and teachers?

7. What is the estimated number of songs with Texas or Texas places in the
titles?

8. What is the Texas State Shell?

9. The King Ranch is bigger than what state?

10. What children’s book was set in Camp Green Lake Texas?




How to Evaluate a Web Page

1. Purpose: Why was the page created? To:

o Inform o Influence views, beliefs, elections
o Entertain o Provide up-to-the-moment news
o Advertise or Sell a product or o Personal enjoyment

service

2. Sponsor/Owner: On what type of Internet provider or organization does the page

reside?

o Government agency o News bureau: television,
o Educational newspaper, radio

o Business/Company o Personal (Individual)

o Association: Professional, Trade,

Entertainment

3. Organization and Content: Is the page organized and focused? Is it well designed? Is
the text well written? Are the links relevant and appropriate? Are the links

evaluated?

4. Bias--political or issue stance (of the author or sponsor): Most web pages have an
inherent bias that will impact the way information is conveyed on them. Is the author
or sponsor:

o left/liberal?

o right/conservative?

o a political action group
or association?

o a business?

o center?

5. Date of Production/Revision: When was the web page produced? When was it last

revised? How up-to-date are the links? Are the links still viable?



6. Usefulness: Is the web page relevant to your search?

7. Authority/Author Who is responsible for the page? Is the author an expert in
this field? What else has he/she written or produced? Does the author provide
an e-mail address? How accurate is the provided information? Is a bias

evident?

8. Audience: To what type of reader is the web page directed? Is the level

appropriate for your needs? Is the page for:

o general readers?
o students (elementary, high school, college, graduate)?
o specialists or professionals?

o researchers or scholars?

9. Coverage: Does the page cover the topic comprehensively, partially or is it an

overview?

10. lllustrations: Are the graphics clear in intent, relevant and professional

looking? Do the graphics add to or enhance the content?

11. Security Are security and/or encryption systems employed when necessary?



2.0.3 Website Evaluation Rubric is completed using the questions below and your

computer.

HTTP://WWW.LOC.GOV/EXHIBITS/LEWISANDCLARK/LEWISANDCLARK.HTML

WEBSITE # 1 1 2 3 4 5

Purpose

Sponsor/Owner

Organization and

Content

Bias--political or

issue stance

Date of

Production/Revision

Usefulness

Authority/Author

Audience

Coverage

[llustrations

Security



http://www.loc.gov/exhibits/lewisandclark/lewisandclark.html

2.0.3 Website Evaluation Rubric (Continued)

HTTP://WWW.UNMUSEUM.ORG/UNMAIN.HTM

WEBSITE # 2 1 2 3 4 5

Purpose

Sponsor/Owner

Organization and

Content

Bias--political or

issue stance

Date of

Production/Revision

Usefulness

Authority/Author

Audience

Coverage

[llustrations

Security



http://www.unmuseum.org/unmain.htm

Internet Basics Terminology

Adware: A malicious code that displays unsolicited advertising on your computer.

Blog: A personal or professional journal kept on a Web site which is updated

frequently. Blogs generally have a theme and can be private or public.

Chat room: An online site used for social interaction, usually based on a topic or
theme, where people with shared interests can “chat” with others.

Content filtering: Allows you to block internet access to certain types of content.

Cookie (tracking cookie, browser cookie, HTTP cookie) : Cookies are small pieces
of text stored that a web browser places on a user’s computer.

Cyberbully, cyber bullies, cyberbullying: Bullying that occurs online.

Cyber crime: Criminal activity that targets computers or uses online information
to target real world victims.

Download: Transfer material from a server or remote computer to your
computer.

Email Signatures: this is a block of text added at the end of emails. It often
contains your full name, possibly your Job description, location, phone
number, an inspirational thought etc.

File sharing: Refers to the ability to store files either in a central place that can be
shared with as few as one other person, or publicly.

Freeware: This is software that is owned and copyrighted, but that the owner is
giving away for free.

Identity theft: Stealing someone’s identity in order to impersonate them.

Malware: stands for Malicious softWare and is an umbrella term that includes
any type of harmful code — “trojans”, “worms”, “spyware”, “adware”, etc
that infiltrate a computer without consent of the computer user and are
designed to damage the computer, collect information, or allow your

computer to be subverted and used remotely to send spam etc.

Phishing: the attempt by people to impersonate a business in order to trick you
into giving out your personal information.



Posting: Means to upload information to the web
Scam: to con, cheat, trick, swindle, others.

Shareware: Shareware is method of product advertising that lets you ‘try before
you buy’. This type of software can be downloaded from the Internet or
may be distributed as a CD and can be used free of charge.

Social networking: Refers to a category of Internet applications to help connect
friends, business partners, or other individuals together using a variety of
tools

Spam: Unsolicited e-mail attempting to sell you something. Also known as junk

mail.

Spyware: is stealthy software that leverages your Internet connection to collect
information about you without your knowledge or consent and sends it
back to whomever wrote the spyware program. Like adware it is often
installed when you download ‘freeware’ or ‘shareware’ programs. Spyware
may be looking for your banking information, personal information, etc. It is
illegal and pervasive.

URL: (Uniform Resource Locator) refers to a unique internet address of a file or
destination. To find a particular site or document you type the URL into the
browser window and the browser will bring up that particular address.

Virus: a computer program which can duplicate itself and spread from one
computer to another.

Web Page: a document on the web. Each web page has a unique URL.
Web Site: a group of related web pages.
Web Server: computers connected to the Internet that host web sites.

11 Tips for Safe Online Shopping

These tips have been abbreviated for the sake of space. Read the full text at
http://www.pcmag.com/article2/0,2817,2373131,00.asp



. Use Familiar Websites: Start at a trusted site rather than shopping with a

search engine.

. Look for the Lock: Never ever, ever buy anything online using your credit card
from a site that doesn't have SSL (secure sockets layer) encryption installed—
at the very least. You'll know if the site has SSL because the URL for the site
will start with HTTPS:// (instead of just HTTP://). An icon of a locked padlock
will appear, typically in the status bar at the bottom of your web browser, or
right next to the URL in the address bar.

. Don't Tell All: No online shopping store needs your social security number or
your birthday to do business. When possible, give the least amount of

information possible.

. Check Statements: Go online regularly and look at electronic statements for
your credit card, debit card, and checking accounts. If you see something

wrong, pick up the phone to address the matter quickly.

. Inoculate Your PC: You need to protect against malware with regular updates

to your anti-virus program.

. Use Strong Passwords: We like to beat this dead horse about making sure to
utilize strong passwords, but it's never more important than when banking and

shopping online.

. Think Mobile: There's no real need to be any more nervous about shopping on
a mobile device than online. The trick is to use apps provided directly by the

retailers, like Amazon, Target, etc.

Avoid Public Terminals: Hopefully we don't have to tell you it's a bad idea to
use a public computer to make purchases, but we still will. If you do, just
remember to log out every time you use a public terminal, even if you were just

checking email.



9. Privatize Your Wi-Fi: If you do decide to go out with the laptop to shop, you'll
need a Wi-Fi connection. Only use the wireless if you access the Web over a

virtual private network (VPN) connection.

10.Count the Cards: Gift cards are the most requested holiday gift every year, and
this year will be no exception. Stick to the source when you buy one;
scammers like to auction off gift cards on sites like eBay with little or no funds

on them.

11.Know What's Too Good to Be True: Skepticism, in most cases, can go a long

way toward saving you from a stolen card number.

Social Networking Safety (from AARP)

Social networking websites such as MySpace, Facebook, Twitter and Windows
Live Spaces are services people can use to connect with others and to share
information such as photos, videos and personal messages. As the popularity of

these social sites grows, so do the risks of using them.

1. Use caution when you click links that you receive in messages from your
friends on your social website. Treat links in messages on these sites as you

would links in email messages.

2. Know what you've posted about yourself. A common way that hackers break
into financial or other accounts is by clicking the "Forgot your password?" link
on the account login page. To break into your account, they search for the
answers to your security questions, such as your birthday, home town, high

school class or mother's middle name.

3. Don't trust that a message is really from who it says it's from. Hackers can
break into accounts and send messages that look like they're from your
friends, but aren't. If you suspect that a message is fraudulent, use an

alternate method to contact your friend to find out.



. To avoid giving away email addresses of your friends, do not allow social
networking services to scan your email address book. When you join a new
social network, you might receive an offer to enter your email address and
password to find out if your contacts are on the network. The site might use
this information to send email messages to everyone in your contact list or
even everyone you've ever sent an email message to with that email address.
Social networking sites should explain that they're going to do this, but some

do not.

. Type the address of your social networking site directly into your browser or
use your personal bookmarks. If you click a link to your site through email or
another website, you might be entering your account name and password into

a fake site where your personal information could be stolen.

. Be selective about who you accept as a friend on a social network. Identity

thieves might create fake profiles in order to get information from you.

. Choose your social network carefully. Evaluate the site that you plan to use
and make sure you understand the privacy policy. Find out if the site monitors
content that people post. You will be providing personal information to this
website, so use the same criteria that you would to select a site where you

enter your credit card.

. Assume that everything you put on a social networking site is permanent.
Even if you can delete your account, anyone on the Internet can easily print

photos or text or save images and videos to a computer.

. Be careful about installing extras on your site. Many social networking sites
allow you to download third-party applications that let you do more with your
personal page. To download and use third-party applications safely, take the
same safety precautions that you take with any other program or file you

download from the Web.



10.Think twice before you use social networking sites at work.

11.Talk to your kids about social networking.



