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AGENDA

COLLABORATION IN AN RM-IT WORLD

REGISTRATION AND NETWORKING (CONTINENTAL BREAKFAST)

WELCOMING REMARKS — Mark Smith, Executive Director and State Librarian, Texas State Library
and Archives Commission and Todd Kimbriel, Deputy Executive Director

RECORDS, RECORDS EVERYWHERE: THE FUTURE OF ERM IN GOVERNMENT — Alan Webber,
IDC Government Insights (Opening Session)

HAVE FUN STORMING THE CASTLE! THE IMPORTANCE OF RECORDS MANAGEMENT & IT
COLLABORATION FOR DIGITAL PRESERVATION AND THE DEVELOPMENT OF THE TEXAS
DIGITAL ARCHIVE — Mark Myers, Texas State Library and Archives Commission

AM BREAK (REFRESHMENTS, EXHIBITS OPEN)

INTENTIONAL DESIGN: EMBEDDING RECORDS MANAGEMENT INTO TECHNOLOGY - John
Rhoades, Access Sciences Corporation

LUNCH (LUNCH PROVIDED, EXHIBITS OPEN)

NEGOTIATING ENTERPRISE METADATA STANDARDS FOR E-RECORDS — Jessica Higgins
and Katherine Cranford, City of Austin

PM BREAK (REFRESHMENTS, EXHIBITS OPEN)
STREAMLINING WITH SHAREPOINT — Natalie Acevedo, Texas Department of Public Safety

ERM CASE STUDY - IMPLEMENTATION OF ERM STANDARDS — Barbara Mercer, Information
Network International and Stephen Sepulveda, PacoTech, Inc.

CONFERENCE WRAP-UP

THANK YOU FOR ATTENDING. PLEASE COMPLETE AND RETURN OUR EVALUATION FORM.
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Welcome from DIR and TSLAC

The Texas Department of Information Resources and the Texas State Library and Archives Commission
welcome you to e-Records 2014: Collaboration in an RM-IT World. Geared to state agency and local
government officials who create or manage electronic records, this one-day conference is an opportunity to
improve electronic records management in Texas government. The conference brings together staff
responsible for and interested in records management and information technology. It is also a great chance
to network with attendees who work on some of the same electronic records management issues you face
in your office.

Over 100 different state agencies, state universities, local governments, and exhibitors are with us today.
Some of the more than 300 attendees here have been to several of these conferences and some are first-
timers. Please visit the exhibitors during the breaks and at lunch.

Members of the audience represent staff at all levels of management and from various disciplines:
technology, records management, archives, legal, human resources, public information, accounting,
purchasing, and many others interested in the issues surrounding electronic records management. This
conference provides an opportunity for all of us to learn, share experiences, and create new working
partnerships in records and information management.

This year we are fortunate to have a variety of both public and private speakers share their expertise. The
morning topics focus on the future of electronic records management in government, digital preservation,
and embedding records management into your technology projects.

In the afternoon, you will learn about negotiating metadata standards, using your existing SharePoint
resources for records management, and implementing electronic records management standards

We welcome you and hope that you enjoy the conference today.

#TXeRecords @TSLAC @TexasDIR
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Sponsoring Agency Notes

Texas Department of Information Resources (DIR)

The Texas Department of Information Resources (DIR) provides statewide leadership and oversight for
management of government information and communications technology. Created in 1989, when the
Texas Legislature enacted Chapter 2054 of the Texas Government Code (a.k.a. the Information Resources
Management Act), DIR’s responsibilities and authority have evolved significantly over time. In 2005, the
79th Legislature (HB 1516) signaled a clear mandate for the state to restructure the roles and
responsibilities of agencies for its investment in information and communication technology. DIR has
served in a leadership role to facilitate the state’s economic competitiveness through its ability to deliver
quality information resources commodities and services at the lowest prices and best value for state and
local government as well as the K-12 public and higher education systems.

DIR’s mission is to provide technology leadership, solutions and value to all levels of Texas government
and education, as well as to enable and facilitate the fulfillment of their core missions.

To find out how DIR can help you, visit our website: www.dir.texas.gov.

Executive Director

Karen W. Robinson

Chief Technology Officer, State of Texas
cio@dir.texas.qov

Communications Officer
Thomas Johnson
Thomas.johnson@dir.texas.gov
512-936-6592

DIR Main Office: 300 West 15th St., Suite 1300, Austin, TX 78701
Mailing Address: P.O. Box 13564, Austin, TX 78711-3564

#TXeRecords @TSLAC @TexasDIR
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Sponsoring Agency Notes
Texas State Library and Archives Commission (TSLAC)

The Texas State Library and Archives Commission (TSLAC) welcomes its chief executive, Director and
Librarian Mark Smith. An Austin native with a background in statewide library management, Mr. Smith
heads an agency with a complex set of responsibilities to the people of Texas. TSLAC provides guidance
and leadership in the areas of library development, talking books, archives, and records management.

The agency’s State and Local Records Management Division (SLRM) coordinates the e-Records
conference with DIR. Our principal role at State and Local Records Management is to provide support
services to Texas state agencies and local governments in their efforts to comply with state records
management laws. This broad range of services includes records management training, document imaging
services, and records storage services.

Experienced government information analysts provide training classes in records management for state
agencies and local governments. The Records Management Assistance unit serves almost 10,000 Texas
local governments and all State agencies by providing assistance in all aspects of records and information
management.

Records Center Services provides state agencies with cost-effective storage of non-current, infrequently
used state records in hard copy, electronic and microfilm formats. Agencies have controlled access to their
hard copy records that are stored in a facility specifically designed for high-density, low-cost maintenance
of records. The electronic and microfilm records are stored in vaults specifically designed to protect these
documents and mediums. Imaging Services specializes in preservation and archival microfilming,
processing and duplication.

To find out how SLRM can help you, visit our website: www.tsl.texas.gov/slrm.

The Records Management Interagency Coordinating Council (RMICC) identified a need for broadly
disseminating information about records management requirements at state agencies and universities.
Also, the Council determined a need for a second document to address legislators’ and legislative records.
A committee of volunteers from agencies and universities drafted the two brochures.

The brochures as well as companion information with suggestions for their use are available through the
links below. These files are suitable for distribution by email or may be included on websites.
0 RMICC: see link from home page (www.rmicc.state.tx.us);
0 DIR: Document Library, on IT Leadership tab (www.dir.texas.gov); and
O TSLAC: select Records Management from the QuickLink, look for bullet under “Records
Management Assistance for State Agencies” (www.tsl.texas.gov)

#TXeRecords @TSLAC @TexasDIR
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Contact Information
Texas State Library and Archives Commission (TSLAC)

State and Local Records Management

Address: PO Box 12927

Austin, TX 78711-2927
Phone: 512-463-7610
Fax: 512-936-2306

Director and State Records Administrator
Craig Kelso, CRM, 512-463-7610
ckelso@tsl.texas.gov

Program Planning and Research Specialist
Nanette Pfiester, 512-463-5477
nanette.pfiester@tsl.texas.gov

State Records Center Manager
Michael Shea, 512-475-5151
michael.shea@tsl.texas.gov

General Information and Registration
512-463-7610
slrminfo@tsl.texas.gov

Web Page
https://www.tsl.texas.gov/slrm

#TXeRecords

@TSLAC

Records Management Assistance, Manager
Sarah Jacobson, 512-463-5449
sarah.jacobson@tsl.texas.gov

Government Information Analyst Staff

Bret Adams, 512-936-0270
bret.adams@tsl.texas.qov

Angela Ossar, 512-463-6623
angela.ossar@tsl.texas.qov

Michael Reagor, 512-463-5494
michael.reagor@tsl.texas.gov

Marianna Symeonides, 512-463-5448
marianna.symeonides@tsl.texas.qov

Erica Wilson, 512-463-6627
erica.wilson@tsl.texas.gov

Bonnie Zuber, 512-463-0188
bonnie.zuber@tsl.texas.gov

The Texas Record (blog)
https://www.tsl.texas.gov/slrm/blog
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Today’s Speakers

NATALIE ACEVEDO, PROGRAM MANAGER, TEXAS DEPARTMENT OF PUBLIC SAFETY

Natalie Acevedo has been employed with the Texas Department of Public Safety since January 2005, and
as of August 2012 has been responsible for the agency records management program. Natalie is the
Program Manager for the agency's IT Infrastructure and Law Enforcement Support enterprise projects
and currently provides oversight to the DPS Records Management program.

KATHERINE CRANFORD, CORPORATE RECORDS ANALYST, CITY OF AUSTIN, OFFICE OF THE
CITY CLERK

Katherine Cranford is a Corporate Records Analyst for the City of Austin, Texas with a focus on electronic
records management. Before coming to the City of Austin, Katherine worked in the technical sector,
specializing in taxonomy, organization theory and knowledge management for content management
teams. She holds a Masters in Information Science from the School of Information at the University of
Texas.

JESSICA HIGGINS, BUSINESS SYSTEMS ANALYST, CITY OF AUSTIN, OFFICE OF THE CITY
CLERK

Jessica Higgins is a Business Systems Analyst for the City of Austin, Texas, where she is a leader in the
implementation of the City's enterprise electronic records management system. She is also engaged in a
number of technical and records management projects. She holds a Masters in Information Science from
the School of Information at the University of Texas, and currently serves as webmaster for the Austin
ARMA chapter.
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BARBARA MERCER, VICE PRESIDENT AND PRINCIPAL CONSULTANT, INFORMATION
NETWORK INTERNATIONAL

Ms. Barbara Mercer has been in the records and information management industry for
over thirty years. She helps clients identify their needs and helps them implement
technological solutions that address their unique issues. She specializes in process
design, audit control, electronic information management integration, and accounting
and financial reporting standards.

MARK J. MYERS, ELECTRONIC RECORDS SPECIALIST, TEXAS STATE LIBRARY AND ARCHIVES
COMMISSION

Mark J. Myers is the electronic records specialist with the Texas State Library and Archives Commission
(TSLAC) and has over 15 years of experience in electronic records management and digital preservation.
Mark started with TSLAC in June, 2014, and is working on building a data archive to preserve and make
accessible the electronic records of state government, beginning with the records of Governor Rick Perry
in 2015. Mark will also be providing advice and assistance to state and local government agencies for
the long-term preservation of their electronic records. Prior to his work in TX, Mark was the electronic
records archivist with the Kentucky Department for Libraries and Archives for 13 years. Mark has a
bachelor’s degree in secondary education from the University of Kentucky and graduate work from
Auburn University. He now lives in Austin, with his wife and two children.

JOHN RHOADES, SENIOR VICE PRESIDENT, ACCESS SCIENCES CORPORATION

John Rhoades is Senior Vice President of Consulting and Corporate Strategy at Access Sciences
Corporation. He has over 15 years of experience leading change programs for both global and regional
clients, preparing organizations for the implementation of large-scale information systems and records
management programs. John currently serves Access Sciences and clients as an organizational leader,
methods developer, program lead, program advisor, and quality assurance lead.
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STEPHEN SEPULVEDA, PROJECT MANAGER, PACOTECH, INC.

Stephen Sepulveda is Project Manager for PacoTech, Inc. in Austin Texas. He has worked in the field of
Records Management for over 17 years; his experience includes managing data centers for oil and gas
companies, and records programs for state agencies. In Austin, he successfully manages a state contract
for PacoTech, Inc. Over the past nine years, he has been a member of the Austin ARMA chapter and will
be working towards his CRM certification.

ALAN E. WEBBER, RESEARCH DIRECTOR, IDC GOVERNMENT INSIGHTS

Alan E. Webber is Research Director for IDC Government Insights. Specific areas of research interest for
Alan are digital government including technology innovation, digital strategy, eGovernment, citizen
engagement, social media employment, open government, data transparency, impact of technology on
the future of government, private-public business models, performance management, internet of
things, digital risk and security, and privacy.

BACKGROUND
Alan is a public sector professional with more than 20 years of analyst, management, and technology
experience working with government vendors and government clients.

Alan’s primary research interests are to assist clients in understanding the intersection of
society/culture, technology, and government. Alan’s research covers the market forces and the
transformative technologies that are critical to the evolution and success of national government
agencies and programs. Alan’s research enables political leaders, line of business executives, and IT
executives to become more efficient, more effective, and reduce risk by being informed about today's
technology challenges and preparing for tomorrow. Alan advises clients around the globe on issues
pertaining to digital government, eGovernment, and technology innovation/adoption/disruption as well
as digital risk and privacy.

EDUCATION/INDUSTRY ACCOMPLISHMENTS

Alan has a BA, MA, and an MS from Colorado State University, and is ABD for his Ph.D. from George
Washington University. Alan is currently an adjunct faculty member at the Naval Postgraduate School
where he lectures on the future of technology.

During his career Alan has been a Partner and Principle Analyst at the Altimeter Group covering digital
risk, a Principal Analyst covering digital engagement and public sector at Forrester Research, and has led
various strategic planning, performance management, eGovernment, and Web initiatives for the US
Government agencies. He has also implemented enterprise-wide ERP and business systems and
managed the accounting department for a Fortune 500 subsidiary.

Alan has been quoted in numerous business and technology publications including B2B Magazine,
Business Week, The Washington Post, Government Computer News, Congressional Quarterly, CIO
Magazine, ClO Today, Government Technology, and French CIO Magazine among others.

Alan's Twitter handle is @alanwebber.
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Presentation

Records, Records Everywhere: The Future of
ERM in Government

Alan Webber, IDC Government Insights

Government agencies, by their very nature, have traditionally kept all kinds of records. History has
shown that back in the third millennium BC, bureaucrats in the Mesopotamian area of Sumer were
some of the first to use the newly developed technology of writing to record laws, transactions, and
economic records. And government agencies today are no different — whether it is for revenue,
regulatory, licensing, or other reasons, government agencies continue to have extensive records.
As the cost of digital record storage continues to decline, the amount of information swept up and
kept in records by government will continue to grow as government agencies struggle to deal with
current ERM issues. But where is ERM headed tomorrow? This session will focus on the factors
and technologies like storage, analytics, and search that will form the foundation of ERM in the
future.
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%> NOTES/ACTION ITEMS

Records, Records Everywhere: The Future of ERM in Government
Alan Webber, IDC Government Insights

NOTES
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Records, Records Everywhere: The Future of ERM in Government
Page Two

NOTES

ACTION ITEMS (relevant ideas /next steps)
1.
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Presentation

Have Fun Storming the Castle! The importance
of records management & IT collaboration for
digital preservation and the development of the
Texas Digital Archive

Mark Myers, Texas State Library and Archives Commission

In this presentation, TSLAC's newly hired electronic records specialist will discuss his previous
work in the development of a data archive and digital preservation program at the Kentucky state
archives, and how the archives built its productive relationship with the state’s IT agency. He will
then talk about applying those skills to TSLAC’s plans for an electronic records archive starting with
the Governor Rick Perry’s records and working with Texas state agencies in managing and
preserving their electronic records.
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“Have Fun Storming the Castle!”

The importance of records management &
IT collaboration for digital preservation and
the development of the Texas Digital
Archive.

2014 ¢-Records Conference, Austin, TX

Background

Where I've been

¢ Alabama Department of Archives and History — 1998-2001
® Electronic Records Management

¢ Kentucky Department for Libraries and Archives — 2001-
May2014
® Electronic Records Management
® Digital Preservation

e Texas State Library and Archives Commission — June 2014 -
Present
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Where We’ve Been ...

[ Late 1970’s — PRD begins scheduling machine readable records (MRR)

| 1983 — MRR Taskforce — Joint effort of Legislature and State Archives and Records
Commission.

| 1984 - Kentucky Information Systems Commission (KISC) - State Archivist on
commission

| 1985 - NHPRC Machine Readable Records (MRR) Grant

|—— 1990's - Kentucky Information Resource Management (KIRM) Commission — State
Librarian chair

—— 1996 — Began actively searching for and downloading state publications off Internet
—— 1997 - State CIO created & Enterprise IT Architecture Standards adopted

Late 1990's — Consultant hired to overhaul Electronic Records Program

Development of e-Archives

[—— 2001 - Electronic Records Archivist Hired -

|—— 2002 - Electronic Records Working Group Formed
|—— 2003 - Began archiving Governor’s website (recreated Governor’s 1997 website)
| 2006 - e-Archives is available to the public on the Internet
2008- Began evaluation of Dspace
|—— 2009 - e-Archives relaunched with Dspace
|—— 2010 - Began evaluation of Archive-It — Became full member in 2012
|—— 2011 - Participated in ISO-16363 test audit
|—— 2011-2012 - Began evaluation and pilot of Tessella digital preservation system

|- 2012 - Purchased the Preservica digital preservation system

Storming the Castle

Issues surrounding

Digital Preservation
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WHAT IS A RECORD?

Texas Code 441.108(11) defines a “state
record” as:

“means any written, photographic, machine-
readable, or other recorded information created

A ory “recorded information created or ly or
an € received by or on behalf of a state  1Vities
in th ublic

agency or an elected state official

1

resa o
. that documents activities in the
i

conduct of state business or use of .
gov 3 N ial
busi Public resources. L
whichTexas was a province, colony, republic, or
state.”

Electronic Records
e Sec. 441.189. ELECTRONIC STATE RECORDS.

® (a) Any state record may be created or stored electronically
in accordance with standards and procedures adopted as

administrative rules of the commission.

Characteristics of an Electronic Record

® Four essential characteristics:

¢ Authenticity-A record must be what it purports to be.

¢ Reliability-A record must be a full and accurate
representation of the transactions, activities, or facts to which
it attests.

¢ Integrity-A record must be complete and unaltered.

® Usability-A record must be able to be located, retrieved,
presented, and interpreted.

Digital preservation is the challenge of maintaining
all of these characteristics over time
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Authenticity & Reliability

® An authentic record is one that can be proven to be what it
professes to be, to have been created or sent by the person
claiming to have created or sent it, and to have been created
or sent at that time.

® A reliable record is one whose contents can be trusted as a full
and accurate representation of the transactions, activities or
facts to which they attest.

International Standards Organization (ISO) 15489-1:2001 —
Information and Documentation — Records Management — Part 1 —
General, section 7.2.2 - 7.2.5.

10

Authenticity

WES Ellll.lulg NEW YORK
ECHSMNEWS
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Authentic Electronic Records

e [t’s all about the Metadata: documents the activities of
creation and use

® Administrative metadata:
® Access information
® Audit trails
® Retention Schedules
® Technical metadata:
® File format information
® Checksums
® System information/requirements
® Descriptive Metadata
o Bibliographic data (Who, what, when, where, why)
o Indexes/ Finding aids

13

Integrity

® “When we say that a digital object has 'integrity," we mean
that it has not been corrupted over time or in transit; in
other words, that we have in hand the same set of sequences

of bits that came into existence when the object was created.”

Clifford Lynch,
Authenticity in a Digital Environment

Council on Library and Information Resources, 2000

14

Integrity: Protecting the records

Must show that the record hasn’t changed

® Improper access
® Protect from tampering
® Accidental deletion

® Proper Access
® If record is altered both copies (original and new) are

retained

® Protect from data loss

® “Bit Rot” or media deterioration

® Keeping all the parts of files together

15
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Integrity - Compound (multi-part) files

GIS — Shapefile

* Open/Basic form of GIS data

¢ Multiple parts — need all or most
of them for the file to work
properly

* Even if you have just this one
self-contained file, you still need a
GIS system for it to make sense.

Methods for protecting Integrity

® Store official/final records as “Read Only”
® Restrict access to final repositories
® Have systems that assign unique ID to all records
® Compute a checksum or hash digest/algorithm
(unique digital fingerprint of object)
® Some change may be necessary
® Redaction for PIA requests
. Migration to formats/systems

® Document all actions taken on the record in metadata

162

Usability

“Information which is not communicated is
valueless, and information that cannot be found is

similarly worthless.”

Robek, Brown & Stephens,

Information and Records Management, 4" ed

18
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Usability

® Need be able to FIND the records
® Consistent file/folder names
® Indexes and Inventories
¢ Search and Retrieval — Keyword searching is not always your
friend
® Need to make sure records are accessible
o File viewers/Editors (PDF reader)
® External dependencies
@ Files linked to other files in other locations
@ Internal Controls

¢ Digital Rights Management

19
Preservation Challenges
¢ Unlike some paper
records, digital records Technological Technical
do not survive without Dependency Obml:s,,c(i:c,f
. Hardware, '
constant attention software, etc. mﬂ:l:
¢ Biggest Challenge facing
electronic records -
CHANGE
Media
Deterioration
Magnetic,
Opical,
20

Technological Obsolescence

Domesday Book — 1086 CE

\n
BBC Micro Computer
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Technological Obsolescence =
Preservation Challenge

» Short-term (0-5 years)
° Highly active — on-line storage
o “Normal” management issues
> Possible application version upgrade

» Mid-term (5-10 years)
° Less active — Near-line/ Off-line storage
° Multiple version control issues
° System upgrades
° Possible hardware/software migration

» Long-term (10+ years)
° Least active — Off-line storage
© Migration/conversion likely

When Records Are at Risk

® Software is obsolete or getting to end of life
® Dependency on specific hardware or system
® Non-standard/specialty formats used

® Systems being replaced

® Records no longer in use

® Records are on removable media

23

24

Get control over your records!

® Starts with Records Management
® Records Retention Schedules
¢ Identify what records you have and what purpose they serve
® Establish appropriate retention periods to manage volume
* Dispose of records at the right time
® Protect records that need to be retained
¢ Recordkeeping systems
* Organize and Categorize Records
¢ Centralized control
® Improved Access and storage
® Policies and Procedures
¢ People know how to use the system

¢ Train people on the culture of management
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What are you trying to preserve?

® Information - The raw data or information contained in

the record

. Functionality/ Appearance - Look &Feel

® Context — How the records relate to other records

Information versus Appearance
EEEETE Aeweiaenn g

The value of context

This is a GIS shapefile — one layer out of
GIS system. By itself it’s just a bunch of
dots. (Stockyards in KY)

All of the dots have data attache
them.

27

But without more map layers behind it, it’s
just a bunch of-dots.
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Preservation Strategies

® Conversion to hardcopy (paper or
microfilm)

® Sustainable formats (Normalization)

&4

® Migration

® LOCKSS (Lots of Copies Keep Stuff (& (&

Safe)

28

Long-Term Preservation Strategies:
Convert to Hardcopy (Eye-readable)

® Solution when
® All necessary metadata is captured

Best for . . . .
text-based data: ® No need to maintain functionality of
Text files records

Imaged paper
Digital Photos
(mainly B&W) on

® Color is not a major concern

L4 Frequency of use goes down as time goes

® Examples
® Print electronic data to paper
® Digital to Microfilm
2 ® Rosetta disk

Long-Term Preservation Strategies:
Standard (Sustainable) Formats

Formats expected not to change,

Types of
Standards or change slowly
- State/Enterprise .
- National/ ® Widely supported & used
International ° i y
Standarde Easily Transferable
(ANSI, 1SO) ® Compatible with other applications
- Industry ® Forward/Backward Compeatibility
Standards . 8§ J
- “De facto” ® Version Control
Standards ® Non-proprietary or open/ published

standards

30
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Sustainability Factors for Digjtal
Formats (Library of Congress)

1. Disclosure. Degree to which complete specifications and tools for validating technical integrity
exist and are accessible to thosc creating and sustaining digital content. A spectrum of disclosure levels can
be obscrved for digital formats, What is most significant is not approval by a recognized standards body,
but the existence of complete documentation

2. Adoption. Degree to which the format is already used by the primary creators, disseminators, or
users of information resources.

3. Transparency. Degree to which the digital representation is open to direct analysis with basic
tools, such as human readability using a text-only editor.

4+.Self-documentation. Self-documenting digital objects contain basic descriptive, technical, and
other administrative metadata.

5. External Dependencies. Degree to which a particular format depends on particular
hardware, operating system, or software for rendering or use and the predicted complexity of dealing with
those dependencies in future technical environments.

6. Impact of Patents. Degree to which the ability of archival institutions to sustain content in a
format will be inhibited by patents.

7. Technical Protection Mechanisms. Implementation of mechanisms such as encryption
that prevent the preservation of content by a trusted repository.

http:/iwww.digitalpreservation.gov/formats/sustain/sustain.shtml
31

32

GTAR JREK

£

Rebuilding the Castle

33

The Texas Digital Archive
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TSLAC’s Mission

® Preserve the record of government for public scrutiny,

¢ Secure and make accessible historically significant records
and other valuable resources, both for print and electronic

documents,

Been having issues with the electronic part. Now looking to

change that.

34

Talking to Governor’s Office

® Began in Fcbruary, 2014
® Transferring paper and approximately 10 TB of electronic records in
January, 2015.
® Detailed discussions with Gov Office personnel
¢ Organization of the records
® Types of records to transfer
® Mechanism of transfer
. Support for the project
¢ Funding
® Technical support — CTS database

@ Involved DIR from beginning as well

35

Texas Digital Archive

Using the Governor’s records as the foundation we are looking to
design a system that will allow TSLAC to:

® Ingest electronic records from state agencies

¢ Validate and track digital formats over time
® Monitor integrity and security of digital files

® Migrate to sustainable formats for preservation

¢ Collect and store all appropriate metadata about the records

® Allow for proper access to records that meets the needs of our
users
. PrOVidC rCCOrdS in access fUrmatS baSCd on user nCCdS

¢ Follow appropriate archival standards for preservation

36

e-Records 2014: Page 32 of 102



Standard #1 - OAIS Model

® Reference Model for Open Archival Information
Systems (OALIS)

® [SO 14721 (2003)

® Published January 2002

® Consultative Committee for Space and Data Systems
® NASA, NARA, many others

® Maps workflow of electronic records from producer-

archive-reference user

3 152
OAIS In a nutshell
p]
r / Preservation Planning \ Query
© A
—_—— ps
d ! il ags——
| (ORI (D
e e
¢ s s
] :
€ Transfer Response
r
Archive
38

OAIS Processes

® Ingest
@ SIP: Submission Information Package
® Object(s) transferred to archive
o Metadata - Provided by the producer
® Archival Storage
® AIP: Archival Information Package
e Objects(s) received — Original format and/or Normalized preservation format
® More Metadata —Technical, Descriptive, Administrative
® Administration
* Data Management —Tracking metadata, Integrity checks, Security
® Preservation Planning — Format validation, Migration
® Access
¢ DIP: Dissemination Information Package
® Object(s) requested - Access format
® Metadata — Enough to meet the user’s needs
39
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Standard #2 -
Trustworthy Digital Repository

® ISO 16363 — Requirements for Audit and Certification of
Trustworthy Digital Repositories
® TDR: Attributes and Responsibilities
® Project leaders: NARA, RLG and OCLC
o May 2002
® TR Audit and Certification (TRAC)
e Center for Research Libraries (CRL)
® Criteria and Checklist — Self Assessment
o February 2007
® Replaced by ISO 16363 (2012)

® Focuses on:
® Administration
® Policies and Procedures

® Technology and Infrastructure

41

What is a Trustworthy Digital
Repository?

® A repository whose mission is to provide reliable, long-term
access to managed digital resources to its Designated
Community, now and into the future.

® A trustworthy digital repository will:
¢ Understand threats to and risks within its systems

® Provide constant monitoring, planning, and maintenance of the
objects stored in the system

® Has a clear implementation strategy to carry out the mission of
digital preservation

42

METRIC 3.1.2

® The repository shall have a preservation strategic plan that
defines the approach the repository will take in the long-term
support of its mission.

® Move to a “Financially Sustainable” program
e Strategic Plan
® Identify all the “Designated Communities”
® Anyone who uses the repository
¢ Not just end users also:
* Content providers — Agencies
® Stakeholders
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METRIC 4.3.1

® The Repository shall have documented preservation strategies
relevant to its holdings.

® Develop a Systematic Approach to digital preservation
® Policies and Procedures
* Guidance to agencies

® Define the SIP (what agencies send to us) and the AIP (what we are
going to preserve)

® All records integrated into a single preservation AND access
program

® System for validating & monitoring the integrity of the records

44

METRIC 5.2.1

® The Repository shall maintain a systematic analysis of the
security risk factors associated with data, systems, personnel,

and physical plant.

® Multiple-geographically dispersed copies of AIP

® More defined security, backup, disaster plan (migration
strategy)

45

Summary - Texas Digital Archive

¢ Main Points:

* Ingest the records into the archive
* Apply appropriate metadata

® Accession info

® Administrative

® Preservation/technical

Make the records accessible (arrangement,
description)

* Ongoing Maintenance/Preservation
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Plans for the Future

46

Continued Communication and
Collaboration

e Work with RMICC to create an
Electronic Records Working Group
® Focus on issues related to electronic
recordkeeping and preservation

. Bring tugcthcr broad group of focus
and interests

® Make sure we are all talking AND

listcning to each other

a7

Communicating with IT

¢ IT maintains the technology, not the records

® Primary concern is security and keeping the network up running
¢ IT focuses on maintaining the storage devices

® IT does not consider long-term access/preservation — unless

you tell them

® Data owner must define its need for retention and communicate
with IT
® Data owners often assume IT is already addressing this need
Learn how to talk to IT
® Terminology

® Motivations
® Listen to them - hear what they are saying

48
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“ARCHIVE”

THAT WORD

49

Building Partnerships with Other
Agencies

® Future goal is to take in records from other state
agencies
® Look for a survey!
. V()lulTlC Of Clcctronic rccords
® Formats — what’s out there
® What issues/needs to agencies have
® Assist agencies in managing their non-permanent
records
® Best practices and procedures for digital preservation
® Work with SLRM to develop training packages for digital
preservation

® Serve as a knowledge base for state and local agencies
50

Questions?

Thank You!

E-mail:

mmyers@tsl. texas.gov

Phone:
(512)463-5434

51
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% NOTES/ACTION ITEMS

Have Fun Storming the Castle! The importance of records management & IT
collaboration for digital preservation and the development of the Texas Digital

Archive
Mark Myers, Texas State Library and Archives Commission

NOTES
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Have Fun Storming the Castle! The importance of records management & IT
collaboration for digital preservation and the development of the Texas Digital

Archive
Page Two

NOTES

ACTION ITEMS (relevant ideas /next steps)
1.
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Presentation

Intentional Design: Embedding Records
Management Into Technology

John Rhoades, Access Sciences Corporation

This session will discuss how to engage user communities in defining records management
requirements during technology design. Specific focus will be given to a proven process for
completing iterative, agile development that achieves your compliance objectives.
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Intentional Design:
Embedding Records Management
into Technology

November 18, 2014
John Rhoades

Sound Familiar?

Where do | store
this record?

It takes forever to
find what | need.

Why can’t we
have a Google-
like search?

Records Management requirements are not incorporated into both
system design and user experience design

R —

2

How Did We Get Here?

Let’s Copy the
Shared Drive
0O00O0O0O

Let’s Give It O
to Teams
ooooo0(Q Qooo0 09
Resource

Constraints
00000 OO
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Outcomes from Today

o Identify symptoms associated with lack of integrating records

management requirements into technology design

¢ Describe how records management requirements can be
embedded into technology design

¢ Define techniques for making good design “stick”

-~

Intentional Design: Overview

Methodology for integrating content lifecycle management
requirements, user experience requirements, and technology
requirements into a coherent system that delivers business value

Intentional Design: Overview

The Knowledge Worker Ecosystem

Knowledge
Worker
Unstructured Structured
Content  Physical Content
Content

Business Accelerators

Records and Content Management

Governance
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Intentional Design: Process

Design ﬂ
Classificati
s Conduct Schema Conduct
Define N Data Iterative |->} Rel.ease.
Context N Build Functionality
Gathering Prototype Cl
System U
Design
I Manage Organizational Change I

Intentional Design: Process

— Define the Context —

Value .
Operational
Excellence
Conformance
Compliance
Risk
Management
Time

Intentional Design: Process

— Conduct Data Gathering —

Mobilize team with both functional and technical skillsets

Examine file shares and existing repositories first to gain insight on current
practices

Utilize select subject matter experts (SMEs) to provide feedback on specific
workgroups or departments

Design data gathering approach based on program context
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Intentional Design: Process

Conduct Data Gathering

Intentional Design: Process

AN

Mandatory Training
Annual review Veterans Listing

Discipinary Corrsp

Signed Training Acknowledgement
Job Adjustment Corrsp Certifications

| Persomnel Ut Form
Employee Traiin Records |

| w

egal ——Subpoena Req ! /

- _wa—
\ Maintain | _— —
— Payroll (HR
~copyofie———| Employment |~ TR
Employee Change™

——— "ot adaress

Employment Vefication Req

S—

Employee Verification Letter Results

External
B Requestors
ifizoess 1

— Conduct Data Gathering —

Intentional Design: Process

— Design Classification Schema —

Agree to development of faceted classification to achieve rich user
experience

Utilize existing standards to jumpstart development of tags and values

Determine pervasiveness of the schema

Engage SMEs in validating the schema
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Intentional Design: Process

— Design Classification Schema —

Global Tags Local Tags
Function Well
Activity Log Type

Document Class Log Date

Document Type

Retention Schedule
Code

Business Unit

Country

Intentional Design: Process

— Design Classification Schema —

Cantant
Manager

Intentional Design: Process

— Prototype System Design

¢ Process will be different based on the specific system selected
 Principles to follow include:

o Focus on out of the box functionality

o Evaluate opportunities for “openness”

o Accommodate both “finders” and “searchers”
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Intentional Design: Process

Conduct Iterative Build ———

Focus on well timed, measured releases rather than “big bang”
o Prevents risk of requirements being excluded due to time pressures

> Allows for refinement of requirements at a more granular level

Utilize Agile rituals to manage work
° Stories

o Weekly sprints

o Sprint planning

° Scrum sessions

o Retrospectives

Intentional Design: Process

Conduct Iterative Build ——

As an HR Generalist, | need to designate the
retention period for an employee file to be
determined from their date of termination so
that we are compliant with State and Federal
laws.

Intentional Design: Process

Conduct Iterative Build ———

Story Backlog Delivered
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Intentional Design: Process

Release Functionality

e Characteristics of early release candidates
o Known complexity
° Moderate size user group
o Change resilient
o Ability to influence

o Aggressively plan for the overlap of build, release, and support
activities

e Develop health checks to gauge risks and measure user
adoption

19
Intentional Design: Process
— Manage Organizational Change —
Strategic : Senior
Leading Change ‘ Leadership
Architecting Organizations ‘
Aligning Culture ‘
Accelerating Performance ‘
Tactical Engaging the Workforce ‘ Individual
Contributor
20
Intentional Design: Process
—— Manage Organizational Change —
Scone? Anticipated Need
Leading Change ‘ D I Tow Wiedium High I
Architecting Organizations ‘ D I o tdon LTTHNY I

Accelerating Performance ‘D | Lo Ledur LD I

‘ Aligning Culture ‘D Iml’

Engaging the Workforce ‘ D I = et ety

Scope Description
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Intentional Design: Process

—— Manage Organizational Change —

e Organizational communications should raise awareness both at
an enterprise level and department level

¢ Stakeholders must be actively managed to ensure proper levels
of support

¢ Training should be viewed as a process, not an event

Does It Work?

——— Case Study ————
Global Energy Client
« Context
° 4,500 employees and 1,500 contracts in one major business unit
o ~600 SharePoint sites supported by ~300 FTEs

< Significant issues with gaining / losing access to critical information

¢ Outcomes
° ~75 SharePoint sites supported by ~30 FTEs
° Common templates and design across the business unit
° Taxonomy governs site structure and document classification

° Faceted search enables refiners to achieve end user“retail” experience

A Note on Migration

Let’s Copy the
Shared Drive
0O00O0O0O

Let’s Give It O 00
to Teams

ooooo0(Q Qooo0 09
Resource o

Constraints
00000 OO
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Outcomes from Today

¢ |dentify symptoms associated with lack of integrating records
management requirements into technology design

¢ Describe how records management requirements can be
embedded into technology design

¢ Define techniques for making good design “stick”

Thank You!

‘E{ﬁ[:cﬁss Sciences
John Rhoades
Senior Vice President

jrhoades@accesssciences.com
(713) 554-7549
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% NOTES/ACTION ITEMS

Intentional Design: Embedding Records Management Into Technology
John Rhoades, Access Sciences Corporation
NOTES
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Intentional Design: Embedding Records Management Into Technology
Page Two

NOTES

ACTION ITEMS (relevant ideas /next steps)
1.
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Presentation

Negotiating Enterprise Metadata Standards for E-
Records

Jessica Higgins, City of Austin
and
Katherine Cranford, City of Austin

Electronic records require robust metadata in order to be useful and findable. Metadata can be
powerfully shared across entire organizations if stakeholders are willing to agree on metadata
standards and definitions. The City of Austin, Texas is implementing an enterprise electronic
records management system to standardize records management practices, retention
requirements, and destruction procedures. In this session, we will present case studies of our
experiences working with key stakeholder groups to establish enterprise metadata standards for
electronic records. Participants will benefit from the City of Austin's challenges and lessons learned
as they implement their own records management systems.
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Negotiating Enterprise Metadata
Standards for E-Records

Katherine Cranford and Jessica Higgins - @F—&
Office of the City Clerk j
i

November 18, 2014 "\ ﬂ

79

Introductions
Katherine Cranford Jessica Higgins
« Corporate Records Analyst « Business Systems Analyst
« MSIS, UT School of « MSIS, UT School of
Information Information
« Former content taxonomist « Consultant/Analyst for
- Dell Enterprise Document &
- Demand Media Imaging Management
System (EDIMS)

Nov-14 2 Office of the City Clerk

Overview — Negotiating Metadata Standards

*What’s in it for me?

* Barriers preventing successful negotiation
* Stakeholder engagement

« |dentifying user needs

* Coming to a consensus

¢ Implementation

* Maintenance

*Then what?

Nov-14 3 Office of the City Clerk
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What's in it for me (and/or my stakeholders)?

Collaborative metadata:
- Increases record sharing, decreases duplicate work
- Increases transparency & access, promotes consistency
- Teaches and reinforces RIM concepts

— Builds knowledge & awareness (for you and your
stakeholders)

... Sounds great! Why haven’t we done it yet?

Nov-14 4 Office of the City Clerk

%

Barriers preventing successful negotiation

— Organizational structure
- @ - —Politics and Processes
. p N

e‘ — Fear of change
— Time and staffing constraints
— Low incentives
— Lack of information governance
— Uncontrolled information

growth

Nov-14 5 Office of the City Clerk -ﬁ
Additional considerations for government
¢ Older technology
e Bureaucracy/Red tape
*Small budgets
* Government workers wear many hats

— More business functions

— More records '_A'\|

— More metadata m 2

-z bﬁ
\ jf

Nov-14 6 Office of the City Clerk -ﬁ
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Example - Boards and Commissions Documents

Agendas, Minutes, Backup, etc.

Problems:
« No consistent way to share documents with the public
or other boards/commissions

» Retention & custody issues
» Hundreds of staff liaisons working separately
« No standards for indexing documents, fluid categories

sy
Nov-14 7 Office of the City Clerk ﬂ

Example - Boards and Commissions Documents

Solution:

« Define indexing terms and categories

« Streamline posting process through central upload
site - review documents & metadata for consistency

« Import into document management system and share
through austintexas.gov

L4
Nov-14 8 Office of the City Clerk ﬂ

Example - Boards and Commissions Documents

ad Docunsent/Lak: *

Chaote Tl | A0 Dot paf

Docuasent Type: * g
Locumsent Noke:

Save

P
Nov-14 9 Office of the ity Clerk A
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Cotober 7, 2014

Sprcial Cabad Muating of thar dustin Muss: Commmmdssion

Nov-14 10

Stakeholder engagement

« Provide visuals and examples of successful projects
- As always, be careful with sensitive information

« Articulate incentives
- Remember: What’s In It For Me?

« Challenge fears and assumptions

« Start with small projects

« Allow time for feedback and iteration

Nov-14 1 Office of the City Clerk

Stakeholder engagement

» Know your audience, adjust accordingly
» Engage passionate people
- Subject Matter Experts
- Managers
- Supporters and detractors
» Work with data experts, because they:
- Know the system’s skeletons
- Can extract valuable data

Nov-14 12 Office of the City Clerk
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Example - Human Resources Files

» Thousands of files already scanned.

« Files named using unique IDs.

« Information contained in HR database was queried to
provide metadata.

« Unique IDs were matched and metadata could be
imported easily!

Nov-14 13 Office of the City Clerk

W

Example - Human Resources Files

Problems:
» Dates were exported in the wrong format for EDIMS
— Years only had 2 digits: <Hire date 12/2/10>
- Format: “General” vs. “Date”
« Leading zeros had been dropped in the file
- 012342345 stored as 12342345
— Common problem with .xIs & .xlIsx files

Nov-14 14 Office of the City Clerk

Example - Human Resources Files

Solution:
« Scanned files were named with unique IDs

« Data could be pulled from database and reformatted
as needed

« Data was easily matched back to files (using IDs)

Result: 10 minute fix, lesson learned!

Nov-14 15 Office of the City Clerk

_ﬁ

e-Records 2014: Page 61 of 102



Identifying user needs

«» Conduct interviews with your stakeholders
« Define the scope of the project
« Define workflows & business processes
- How is a workflow initiated?
— Are there other groups who depend on this process?
« Define user groups and permissions levels
— Who needs access within the group?
- Are there others outside the group who want to be included?

» Document your findings!

sy
Nov-14 16 Office of the City Clerk ﬂ

Questions to Ask

« Can you identify what’s essential to capture?
- Are there unique IDs?
» What additional fields would enhance functionality?
« Are categories discrete, or do they overlap?
» How should the fields be displayed?
- Dropdown? Free text? Check box? Radio button?
« Can you identify and manage retention triggers?
— Ex: Termination date, Date filed

Nov-14 17 Office of the City Clerk

.

Metadata standards

There are many standards out there, including:

NAICS Dublin Core MARC
PREMIS ANSI/NISG EAD

Do any of these meet your needs?
If not, consider custom metadata.

Nov-14 18 Office of the City Clerk ﬂ
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Considering custom metadata

Pros

« More precise/specific terms
—less guessing!

« Easier to apply for users due
to familiar terminology or
categories

» More customization makes
detailed reporting possible

« Directly address user needs

Cons

» May be too precise/specific -
too much to index!

« Requires extra effort to
develop and maintain, when
terms change

« More customization may
make it harder to upgrade

« You won't please everyone

Nov-14

ST

Office of the City Clerk ﬂ

Questions to Ask

» Which metadata fields should be required?

» Which metadata fields need to be reviewed regularly?

- How?

- Does data live in more than one place?

« Do names/labels ever change?
— When? How do you manage the change?

« Which metadata fields can be shared across groups?

» How will you accommodate several groups’ needs?

Nov-14

)
Offceof thecityCerk A B

Example - Construction Project Files

*Surveys

* Permits

¢ Environmental studies
e Change orders

* Photos

* Maps/Plans

* Meeting minutes

e etc.

Nov-14

=
Office of the City Clerk “
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Example - Construction Project Files

» Many departments are involved in construction
- Contract Management, Public Works, Real Estate, etc.
» Documents are managed by divisions within each
department
« Data is managed in the same system — Unique ID
« User needs are slightly different
— One group needs to include a building number

— One department has a specific project number in addition to
the unique ID

sy
Nov-14 2 Office of the City Clerk ﬂ

Mutually Shared Metadata

Mutual metadata

Department
A Department

B

L.
Nov-14 23 Office of the City Clerk ﬂ

Mutually Shared Metadata

Shared but not universal

Department
A
Department
C
Department
B
* Project Manager’s Name
* Meeting Date (Minutes)
[ :“
Nov-14 2 Office of the City Clerk ﬂ
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Coming to a consensus

« Review proposed workflow with the group

« Create a mockup of what the metadata will look like

- What tools do you have to create visuals for users to
evaluate?

» Review mockup with your stakeholders
« Adjust accordingly

S
Nov-14 25 Office of the City Clerk ﬁ
Coming to a consensus
« Create (and/or enforce) standard procedures
» Designate conventions for metadata
- Example: pad item numbers to three digits (023, 001, 102)
« Identify exceptions and patterns upfront
« Plan for expansion and growth
- Minimize data entry
- Create templates for reuse
B
Nov-14 26 Office of the City Clerk ﬂ

ki o i e z Metadata fields:
’::w w:;.;::.,.....,., = Project Name

File Category (w/ID)
Subproject ID

Document Date

Part Number
Notes

A ST —— Document Name
i S Author

- Document Type
Application

Document Number (ID)

e

e
Nov-14 27 Office of the City Clerk \ ﬂ
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Questions to Ask

« If we designate a required field, can every group
complete it every time?

« Are groups able to define their terms consistently?
- Do different groups agree on definitions?

«» Does your technology allow you to rename items if
necessary?
— ex: (Architectural) Supplemental Instructions = ASI

« Can you disable some list options for a group (so they
don't have to sort through irrelevant options)?

Nov-14 28 Office of the City Clerk ;\.ﬁ’;
Then comes the easy work...

Implementation - The end!

Ha ha, just kidding.

The work is never done!

Nov-14 29 Office of the City Clerk ;.ﬁ;

Maintenance

« Train users (or train the trainer)

« Check in periodically - Make modifications as needed

« Ensure process is built in to the day-to-day procedures
- Quality control measures

« Follow up with more in-depth training as needed

« Identify expansion projects

S
Nov-14 30 Office of the City Clerk ﬂ
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Hard Mode — Advanced ERM

« Convene a steering committee for information
governance

» Promote successful implementations

« Recognize and reward key players

« Incorporate tasks into performance reviews

« Develop standardized training/materials that will lead
to greater awareness

« Document key findings from successes and failures to
share

S
Nov-14 31 Office of the City Clerk ﬁ
What happens if it just doesn't work out?
» Negotiation sometimes fails.
© 0
« Consider a BATNA:
(Best Alternative to a Negotiated Agreement)
- Compiling actions you might take if no agreement is reached
- Converting promising ideas into tangible and partial
alternatives
- Selecting the best alternative
B
Nov-14 32 Office of the City Clerk ﬂ

Want to learn more?

« Metadata Standards
- NISO Press: http://www.niso.org/publications/press/
« ECM (Enterprise Content Management)
— AlIM: http://www.aiim.org/Resource-Centers/Enterprise-Content-
Management
- Earley & Associates: https://www.earley.com/knowledge
« KM (Knowledge Management)
- Atwood, Christee Gabour (2009). Knowledge Management Basics. ASTD
Press.

» Negotiation
— Fisher and Ury, Roger and William (2011). Getting to YES. Penguin Books.

S
Nov-14 3 Office of the City Clerk ﬂ
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The End! (Really, this time.)

Katherine Cranford

Corporate Records Analyst
Katherine.cranford @austintexas.gov

Jessica Higgins

Business Systems Analyst
Jessica.higgins@austintexas.gov

Nov-14 34

Office of the City Clerk ﬂ
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% NOTES/ACTION ITEMS

Negotiating Enterprise Metadata Standards for E-Records
Jessica Higgins, City of Austin

and

Katherine Cranford, City of Austin

NOTES
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Negotiating Enterprise Metadata Standards for E-Records
Page Two

NOTES

ACTION ITEMS (relevant ideas /next steps)
1.
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Presentation

Streamlining with SharePoint

Natalie Acevedo, Texas Department of Public Safety

The presentation will describe how the Texas Department of Public Safety was able to streamline
the records management process, using the agency’s available technology, Sharepoint. The
Department was able to provide real time access and information to agency staff using limited
technology in an innovative manner.
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6\" NOVEMBER 2014

TOPICS

= DPS Records Management Overview

= Using SharePoint for:

=P

iding General R 1t Information

= Automation of Processes
= Helpful Tools for Your Employees
= Visibility and Tracking

= Questions

WHAT WE ARE NOT LEARNING ABOUT TODAY:!
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DPS RECORDS MANAGEMENT OVERVIEW

* HQ Records Management Office

* HQ Records Management Liaisons
(RMLs)

* Statewide RMLs

¢ RML backup

DPS RECORDS MANAGEMENT OVERVIEW

DIVISION RECORDS MANAGEMENT
Division Chain DPS Director
of Command
Direct Record Records
Supervisor / Management Management State Library
\__ Manager J Liais?n Officer -
EAN PN
i P
Employee /  [-====="~" i Ma:eacg‘;'fnint --------- “J
Contractor ~ f---------~ < |\ g Management {________.-
Office Staff

Providing General Records Management
Information
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Welcome to the
DPS Records Management SharePoint page!

This site provides information and resources to assist DPS employess and contractorns in

managing state records.

Flease chick on a puctune below for more infio
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