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Online Security 

Keep your data safe! 
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“Tech Tools with Tine” Webinar Series Presents: 



Security Issues 

• Updates – Operating system, programs 

• Loss – Backing up your data 

• Encryption – Securing your data 

• Passwords – Using a Safe 

• Malware – Malicious software 

• Disposal – Cleaning your old computer 



Updates 

• Patches 

• Security alerts 

• Automatic updates 

– Operating System 

– Browsers 

– Routine software: productivity/office 

– Java / Flash 

• Antivirus Definitions 



Loss 

• Data 

– Make sure that you backup your computer 
regularly 

– Weekly full; daily incremental 

– Include file sharing drives: Dropbox, Copy, Google 
Drive 

• Monetary 

– Identity theft 

 

 



Encryption 

• Protect data at rest 

– Separate partition or USB drive 

– Even if you are hacked, data will still be safe 

– Options 

• Protect data in motion 

– SSL 

– Email encryption 



Passwords 

• Password Managers 

– Encrypted database to store all of your passwords 

– Auto-complete of web forms 

– Multiple modes of implementation - software or 
physical token; local, cloud, one-off 

– URL comparisons 

• 10 suggested tools: 
http://www.informationweek.com/security/risk-management/10-top-
password-managers/d/d-id/1109759 

 



Malware 

• Once upon a time… there were Viruses  

– Spyware, Bots, Keyloggers 

– And more… 

 

• Install Antivirus software 

• Maintain your firewall 

• Clean out stored privacy-related items 



References to Look at 

• US-CERT security tips: 
http://www.us-cert.gov/ncas/tips 

• 10 online security tips for Gen Y: 
http://mashable.com/2012/08/16/online-security-tips/ 

• TED Talks - Everyday cybercrime -- and what you can do 
about it: http://on.ted.com/Lyne 

• 38% of us would rather clean a toilet than think of a new 
password: 
http://mashable.com/2012/08/23/password-overload/ 

• Erasing your hard drive tools: 
http://www.techrepublic.com/blog/five-apps/five-hard-
disk-cleaning-and-erasing-tools/#. 
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Tech Tools with Tine Webinar presented on January 17th 2014. 

Next week… 
 

Keep up with Tech 


